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THE ATTACK SURFACE???

Introducing Phantasma
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Phantasma 

Architecture

User Space

Kernel Space
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Openssl reverse shell
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// Main file for loading the eBPF modules
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// The 8-byte secret "knock" sequence expected in the payload 
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Core Validation & Drop Logic State Management & Memory Safety
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[?] IPv4

[?] TCP

XDP_PASS

Let the kernel handle it

MATCHED BYTES -> DROP AFTER RECEIVING

1. Extract IP source

2. Log Timestamp

3. [ XDP_DROP ]

[?] SYN Only

[?] Magic Knock
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Let the kernel handle it
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Let the kernel handle it

XDP_PASS

Let the kernel handle it

no

Yes

Yes

Yes

Yes

no

no

no

{ 
In

c
o

m
in

g
 P

a
c

k
e

ts
 }

How magic
bytes work?





_____                          
_.+sd$$$$$$$$$bs+._                   

.+d$$$$$$$$$$$$$$$$$$$$$b+.               
.sd$$$$$$$P^*^T$$$P^*"*^T$$$$$bs.            

.s$$$$$$$$P*     `*' _._  `T$$$$$$$s.          
.s$$$$$$$$$P          ` :$;   T$$$$$$$$s.        
s$$$$$$$$$$;  db..+s.   `**'    T$$$$$$$$$s       

.$$$$$$$$$$$$'  `T$P*'             T$$$$$$$$$$.     

.$$$$$$$$$$$$P                       T$$$$$$$$$$.    
.$$$$$$$$$$$$$b                       `$$$$$$$$$$$.   
:$$$$$$$$$$$$$$$.                       T$$$$$$$$$$$;  
$$$$$$$$$P^*' :$$b.                     d$$$$$$$$$$$$  
:$$$$$$$P'      T$$$$bs._               :P'`*^T$$$$$$$; 
$$$$$$$P         `*T$$$$$b              '      `T$$$$$$ 

:$$$$$$$b            `*T$$$s                      :$$$$$;
:$$$$$$$$b.                                        $$$$$;
$$$$$$$$$$$b.                                     :$$$$$$
$$$$$$$$$$$$$bs.                                 .$$$$$$$

$$$$$$$$$$$$$$$$$bs.                           .d$$$$$$$$
:$$$$$$$$$$$$$P*"*T$$bs,._                  .sd$$$$$$$$$;
:$$$$$$$$$$$$P     TP^**T$bss++.._____..++sd$$$$$$$$$$$$;
$$$$$$$$$$$$b           `T$$$$$$$$$$$$$$$$$$$$$$$$$$$$$ 
:$$$$$$$$$$$$b.           `*T$$P^*"*"*^^*T$$$$$$$$$$$$; 
$$$b       `T$b+                        :$$$$$$$BUG$$  

:$P'         `"'               ,._.     ;$$$$$$$$$$$;  
\
\
\

`.                               d$P       .'      
`.                             `'      .'        
`-.                               .

`-.                         .
`*+-._             _.

`"*-------

// Intercepting & Scanning /proc



++                  

+++                  

++                   

++                    

++                    

++                    

++++++++              ++   

+++++++++++++++        +++    

++++++++++++++++×++++++++++++++++++  +++++      

+++++             +++++++++++++++++++++++          

++   =+                 ++++++++++++++++            

++      +++++++++++++- ++++++++++++++++           

++ +++∞=≠≠∞  +≠÷÷÷÷×++×∞+++++++++++++++++           

+++        ∞+          ++++++++++++++++++           

++++   √ +        ++++++++++++++++++++            

+++++× +    -+++++    ++++ +   ≠+++             

++++++++++-√    ∞π +++ ∞√+    ++×

++  ++++++   ∞∞∞∞  ++   ×√+    +++           

++  π ++++++≈  π∞∞ +++    ≠÷+    ++           

++  ∞  ++++++++    ++       +     ++          

++≈ ∞∞  +++++++++++++      +++    -++         

++  π∞π  ++++++++++++   ++  +     ++         

++   ∞∞π   +++++++++++=××= -- ++         

+++   π∞∞π        ++≈    ≈ +++  +++        

+++++          ++++++   ÷ + ≠× +++        

++++++++++++++++++  ++++  ∞+    ++         

++       -+++         =+++++ ++++          



30 + 42 = 72Script-1.py | PID 1001

42Loader | PID 1002

18Script-2.py | PID 1003

30Script-1.py | PID 1001

42Loader | PID 1002

18Script-2.py | PID 1003

http://script-1.py
http://script-1.py
http://script-1.py
http://script-1.py
http://script-1.py
http://script-1.py
http://script-1.py
http://script-1.py
http://script-1.py
http://script-1.py
http://script-1.py
http://script-1.py
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// System Call Context Tracking // Return Value Spoofing (bpf_override_return)



sys_bpf () call

handle_bpf_enter

handle_bpf_exit

bpf_context_ma
p

Command
type

Hidden_progs

Hidden_maps

Hidden_links

3. Exit

1. Enter 2. Store 4. Read

5. Read ID

Progs

Maps

Links
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$$$$$$$$$$$$b           `T$$$$$$$$$$$$$$$$$$$$$$$$$$$$$ 

:$$$$$$$$$$$$b.           `*T$$P^*"*"*^^*T$$$$$$$$$$$$; 

$$$b       `T$b+                        :$$$$$$$BUG$$  

:$P'         `"'               ,._.     ;$$$$$$$$$$$;  

\ `*TP*     d$$P*******$   

\ :$$P'      /    

\ :dP'       /     

`.                               d$P       .'      

`.                             `'      .'        

`-.                               .-'          

`-.                         .-'             

`*+-._             _.-+*'                

`"*-------*"'

-- Hiding running implant directory --
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The core structural blind spots inherent in modern 

Linux user-space utilities.

Leveraging the native Linux Audit Subsystem (auditd) to 

log initialization signatures.

Certain functions and behaviors can raise suspicions
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Integrating a dedicated C2 agent architecture to support 

asynchronous tasking, staging, and complex post-exploitation 

tracking.

Implementing Hash-based Message Authentication Codes (HMAC) with 

rotating tokens or timestamps directly inside the XDP parser.

Migrating fully away from standard LKM hooking to CO-RE (Compile Once 

– Run Everywhere) eBPF paradigms using BTF (BPF Type Format) data. 

Rewriting the directory cloaking engine entirely in native eBPF 

using fentry/fexit or system call overrides.
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